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New capabilities 
• Static Code Quality Analysis 

 
Why it’s important 
Writing clean, maintainable code is essential for creating secure, reliable, and long-lasting applications. 
Yet, legacy code, poor practices, and overly complex structures can add unnecessary confusion, 
increase technical debt, and slow down development. The new Code Quality Analysis in DerScanner 
addresses these challenges head-on. With nearly 100 new rules, this feature helps developers spot and 
fix issues early, improving readability, reducing future maintenance costs, and minimizing errors. By 
building on industry best practices, Code Quality Analysis ensures your projects are not just functional 
but also future-proof and easier to manage. 

 
How it works 
Code Quality Analysis is integrated directly into DerScanner and supports applications written 
in JavaScript/TypeScript/TSX, as well as Delphi/Pascal. It highlights legacy code, poor practices, 
duplicate sections, and overly complex functions or methods. The feature works by applying advanced 
static rules to detect structural and conceptual inconsistencies in your code. It can be launched 
alongside standard static analysis for seamless integration or used independently for targeted quality 
checks. 
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• Significant Update to Software Composition Analysis 

We’ve made major enhancements to our Software Composition Analysis (SCA) to deliver a faster, more 
accurate, and user-friendly experience. 

 

Capability Why it’s important and how it works 

Real-Time 
Vulnerability 
Updates  
 

Our vulnerability databases for SCA and SCS now update every 1-2 hours, ensuring 
you never miss dangerous new threats. This consistent update cycle keeps your 
projects protected against emerging vulnerabilities. For air-gapped installations, 
manual updates are possible. 

 
Improved 
Hybrid 
Analysis  
 

Enhancements provide more accurate detection of vulnerable functions or imports, 
reducing the chance of missed issues in hybrid analysis. 

 

Faster & 
Efficient 
Dependency 
Mapping  

With improved graph construction algorithms, drawing dependency graphs is now 
significantly faster and places minimal load on your device, enhancing the 
interface's responsiveness.  
Optimized algorithms for library import tracing have reduced overall scan times, 
enabling quicker results. 
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Enhanced 
Logging and 
Diagnostics 

Detailed scan logs can now be stored and uploaded separately, offering a clear view 
of any issues. This feature simplifies troubleshooting and improves overall 
reliability. 

 
Speed 
Optimization 

The ability to disable hybrid SCA+SAST analysis provides an enormous boost to 
scanning speed, especially for projects with extensive dependencies. This option 
can cut scan times for large projects by hours. 

 
Bug Fixes and 
Accuracy 
Improvements 

We’ve resolved issues like duplicate library imports, incorrect vulnerability 
triggers, and errors in library version comparisons to ensure more precise 
results.  
Addressed bugs in graph construction across multiple languages, reducing errors 
when working on multilingual projects. 

Direct 
Dependency 
Collection for 
JAVA Projects 

This new feature addresses challenges faced during the analysis of Java projects 
with dependencies from private repositories or when access to public repositories 
is restricted. By enabling the collection of direct dependencies directly from project 
files, it ensures that even in environments with limited repository access, thorough 
and accurate analysis can still be performed. 

 

• Dynamic Application Security Testing 

Capability Why it’s important and how it works 

URL Variable 
Scanning 

The new URL Variable Scanning functionality significantly enhances test coverage. 
By allowing multiple URL combinations to be analyzed in a single run, it ensures a 
thorough and comprehensive evaluation of various endpoint scenarios, uncovering 
potential issues that might have been previously overlooked. 

With this feature, users can specify endpoints and their variable values directly in 
the analysis settings. By providing an OpenAPI file, the system can accurately map 
and test the specified combinations, delivering detailed results and boosting overall 
testing efficiency. 



 

5                                                                                                                                                                                       

 
NTLM 
Authorization 
Support 

The addition of NTLM Authorization Support enhances security and compatibility for 
environments that rely on NTLM authentication. This ensures seamless interaction 
with systems and resources protected by NTLM, providing users with a more 
reliable and secure experience. 

Enhancements 

• Vulnerability detection rules: 
o Significant improve taint analysis for Delphi.   
o Enhanced coverage of the FireMonkey framework for Delphi.   
o Improved data flow analysis for Go. 
o Updated helpful links for 500+ rules.   
o Added over 300 new vulnerability and code quality patterns for C#, Delphi/Pascal, JavaScript, 

TypeScript, Perl, PHP and Python. 
 

• Analysis Modules: 
o Enhanced analysis speed, and optimized memory consumption, particularly noticeable on large 

projects. 
o Significantly sped up the preprocessing of JavaScript files. 
o Improved the logic for taint analysis patterns, specifically flag management when multiple patterns 

trigger at the same location in the code. 
o Improved handling of .asp files for VBScript. 

 

• User Interface: 

o Introducing scan agent management. This feature enhances transparency and flexibility in resource 
management, for instance, for heavyweight Java projects. 
The list of agents resides in the analysis settings. Click on an agent to get detailed information about 
its status, workload, and supported technologies. Your choice can be saved for consecutive scans to 
make sure that your projects always get matched with the right resources. 
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o A quality of life update for expired licenses. The results of your completed scans will now remain 

available for view permanently. 

• Administration: 

o A new Scan Agents tab has been added to the Admin Panel. It’s home to all agents as well as 
management tools. Each agent includes info about its technical specifications, workload data, and 
historical usage data: with graphs and logs. 
Manage analysis threads and memory allocation to facilitate scanning of chunky projects. If needed, 
agents can also de disabled from here. 

 
 

o Added scan timeout configuration for every analysis type. This, too, will be helpful in scan queue 
management. 

 

• Deployment: 

o Time to say bye! to the ENV module. This change enables support for more Linux distributions, and 
simplifies the system installation and update process. 
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• User Interface: 
o Report: 

o Made adjustments to our SARIF report format for compatibility with earlier versions of Defect 
Dojo. 


